Brute Force

There are several ways to start a brute force attack.

e BurpSuite

e Hydra
e John the Ripper

e SSH Tunneling




BurpSuite

BurpSuite is a tool which normally is used for Web Application Analysis. But it has some tools which
allows to do brute force.

To do this we intercept traffic where we try to log in ourselves. Once we have the request we
forward it to the intruder.

From there we define which field should get brute forced like for example the password field.
Below you see an example of an intercepted login.

ia Actions you can send the fetched login to the intruder. Shortcut would be Ctrl + I.
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POST fapi/user/check-creds/ HTTR/2

Host: my-learning.w3schools.com

User-Agent: Mozilla/S5.0 (X1l; Linux xB86 64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5
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5 Accept-Encoding: gzip, deflate

7 Content-Type: application/json;charset=utf-8

5 Content-Length: 47

2 Origin: https://profile.w3schools.com

10 Referer: https://profile.w3schools.com/log-1n?redirect_url=https%3A%2F%2Fmy- learning.w3schools.com
11 Te: trailers

12

121

"email" :"sdfsa@gmail.com",
"password" : "sdf asd"
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Engagement tools [Pro version only] >
schools.com

3schools.com/log  Change request method y-learning

Change body encoding


https://wiki.togogo.ch/uploads/images/gallery/2022-07/hkTimage.png
https://wiki.togogo.ch/uploads/images/gallery/2022-07/VCyimage.png

Now change to the intruder tab. And click Positions. There you can define which field should get
brute forced in this case we choose the password field. To define a field enter § or click Add §&.
Important choose Sniper as attack type. There are various attack typed but sniper is the most
common.

1. Sniper - The most popular attack type, this cycles through our selected positions, putting the
next available payload (item from our wordlist) in each position in turn. This uses only one set of
payloads (one wordlist).

2. Battering Ram - Similar to Sniper, Battering Ram uses only one set of payloads. Unlike Sniper,
Battering Ram puts every payload into every selected position. Think about how a battering ram
makes contact across a large surface with a single surface, hence the name battering ram for this
attack type.

3. Pitchfork - The Pitchfork attack type allows us to use multiple payload sets (one per position
selected) and iterate through both payload sets simultaneously. For example, if we selected two
positions (say a username field and a password field), we can provide a username and password
payload list. Intruder will then cycle through the combinations of usernames and passwords,
resulting in a total number of combinations equalling the smallest payload set provided.

4. Cluster Bomb - The Cluster Bomb attack type allows us to use multiple payload sets (one per
position selected) and iterate through all combinations of the payload lists we provide. For
example, if we selected two positions (say a username field and a password field), we can provide
a username and password payload list. Intruder will then cycle through the combinations of
usernames and passwords, resulting in a total number of combinations equalling usernames x
passwords. Do note, this can get pretty lengthy if you are using the community edition of Burp.

https://portswigger.net/burp/documentation/desktop/tools

https://portswigger.net/burp/documentation/desktop/tools/intruder
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Hydra

Hydra is a parallelized login cracker which supports numerous protocols to attack. It is very fast
and flexible, and new modules are easy to add. This tool makes it possible for researchers and
security consultants to show how easy it would be to gain unauthorized access to a system
remotely.

https://tools.kali.org/password-attacks/hydra

Hydra has very much possibilities but for this we take the easiest one. To see the example
command type in the console hyrda -h. On the bottom you will see those examples:

Examples:
hydra -l user -P passlist.txt ftp://192.168.0.1
hydra -L userlist.txt -p defaultpw imap://192.168.0.1/PLAIN
hydra -C defaults.txt -6 pop3s://[2001:db8::1]:143/TLS:DIGEST-MD5

hydra -l admin -p password ftp://[192.168.0.0/24]/
hydra -L logins.txt -P pws.txt -M targets.txt ssh

FTP

hydra -1 user -P passlist.txt ftp://<ip.of.vic.tim>

At the end you define which protocol you want to crack. Hydra has nearly no limits regarding
protocols:

It supports: Cisco AAA, Cisco auth, Cisco enable, CVS, FTP. HTTP{S)}-FORM-GET, HTTP(5)-FORM-POST, HTTP(5)-GET.
HTTP(S)-HEAD, HTTP-Proxy, ICQ. IMAP, IRC, LDAP, M5-5QL, MySQL, NNTP, Oracle Listener, Oracle 51D, PC-
Anywhere, PC-NF5, POP3, PostgresQL. RDP, Rexec, Rlogin. Rsh, SIP, SMB(NT), SMTP. SMTP Enum, SNMP w1 +y24y3,
SOCKSS, 55H (v1 and v2), SSHEKEY, Subversion, Teamspeak (T52). Telnet, ViMware-aAuth, VNC and XMPP
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The syntax For the command we're going to use to find the passwords is this:

"hydra -t 4 -l dale -P fusr/share/wordlists/rockyou.txt -vW 10.10.10.6 Ftp"

Let's break it down:

SECTION FUNCTION

hydra Runs the hydra tool

-t 4 Mumber of parallel connections per target

-l [user] Points to the user who's account you're trying to compromise

-P [path to dictionary] Points to the file containing the list of possible passwords

v Sets verbose mode to very verbose, shows the login+pass combination For each attempt
[machine IP] The IP address of the target machine
ftp [ protocol Sets the protocol

SSH

hydra -1 <username> -P <full path to list> <IP.of.victim> -t 4 ssh

OPTION DESCRIPTION

-l is for the username
-P Use a list of passwords
-t specifies the number of threads to use

Method 1: POST Web Form

We can use Hydra to bruteforce web forms too, you will have to make sure you know which type of
request its making - a GET or POST methods are normally used. You can use your browsers network
tab (in developer tools) to see the request types, or simply view the source code.

hydra -l <username> -P <wordlist> <IP.of.victim> http-post-form
"/<page>:username="USER" &password="PASS " :F=<Message of login failure>" -V
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OPTION

P

http-post-form

DESCRIPTION
Single username
indicates use the following password list

indicates the type of form (post)

Jlogin url the login page URL

:username the Form Field where the username is entered
AUSER” tells Hydra to use the username

password the Fform field where the password is entered
APASSH tells Hydra to use the password list supplied earlier
Login indicates to Hydra the Login failed message

Login failed is the login fFailure message that the Form returns
F=incorrect IF this word appears on the page, its incorrect

vV verborse output for every attempt

Method 2: POST Web Form

When you want to attack a Web Login form with hydra we need to catch the http login request.
Best way to do it is with Burpsuite. Here is an example of an intercepted login request.
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POST SfAccount Mogin.aspx ?ReturnUPl=%2fadeint2f HTTRFL.1

Host:= 10.10.592. 230

User-Agent: MozillasS.0 (¥11; Limux xB6_64; rv:i78.0) Gecko/20100101 Firefox/78.0
Accept: text/htel,application/zhisl+xml. application/anl qe=0.9, isage/webp, */¥:q=0.8
Accept -Language: en-US, en;g=0.5%

Accept -Encoding: gzip. deflate

Content-Type: spplication/s-www-form-urlencoded

Content-Length: 770

Origan: http:/r10.10.52.330

Connection: close

Referar: http://710.10.92. 230/ Account .l"ldqj.n. mEpx TREt urnUFLe% X adeink 2¥

Upgrade- Insecure-Requests: 1

VIENSTATE=
vandy kk HeDIYhg SaFUgwuSaGy He ) Jhilkct uRsbha ¥gPa st 2F0F] VL 10wk 35157y psv riy & x Xa 280 2BEVGAHg 2 cke BT CpCdh 2P SgbLwZph 2F gl le TUWh Zhr GBY E3Tz X8
Rr ZhPpeB3LLSYHSTRE EGn 4859 Ry % 2F 008 uh 2F ry 2Bpbhv ke 2ug LCENR )8 Oy k G Ty Fyasr SuZl e VALAIGI ZH0E6SK 21 1 MeuPTTHT & 2Pk 2BK00wn Ted e s Bx EDARS]
PAMSKFSLLYLDEN 20gLewZx 254 r Lu]) 62% ZBSEeH 2P Quoe KRT SMP% 2BbF JEJhc Boj YZNL 1 6R] T144d10) PEGIECVIPK CVUPTN 2B84GqM) 7VSL uSPzd Mg r 30U IFwuH
hfozafIT uBgfsUl 26__EVENTVALTDATION
Sz K2 UGhgHl caT geidmu 2UNY B 2B8WW z pn 2HF DORx O 205 SFVUNDOz Ve BrLTe 4L Sq vk Pe nwgt 25001 ABCR 280z Y r 361 M 280 s MDg 250 1% 280 q 00 M KaTeSa Ar 3p
¥ 261 P 2P 2 Pwi KEZHHHFMe duuBy fB3Kp ML 288 Z7 1 Y e Kbt ywS0UnG JeL1wG) Gct L00% 24Hai nCont ent % 24LoginUse ri2qUseriamenadning
ctl ooi24HainCont ent N 24Loginlse ri2dPasswe rd=adainkct ] 00N 2aMainCont ent ¥ 24LoginUseri 24LoginBut ton=Log+ing

In here we got all info’s which we need for the attack. First, copy the path where the request will be
sent to. Second, copy the whole part where username:password is defined. And last but not least
find out the error message when the login is not correct. In the example it would look like following:

Path: /Account/login.aspx?ReturnURL=/admin Replace the %2f with a slash
Request line:

__VIEWSTATE=...[vxnAjA]...& EVENTVALIDATION=-
...[5zCiK2]...&ctl00%24MainContent%24LoginUser%24UserName= ~USER"
&ctl00%24MainContent%?24LoginUser%24Password="PASS”"
&ctl00%24MainContent%24LoginUser%24LoginButton=Log+inS

Replace the username:password with “USER”™ & ~PASS”™

Error Message:

Login failed

You can check the error message by entering wrong creds on purpose.
All attached together it would be look like that:

hydra -I <username> -P /usr/share/wordlists/<wordlist> <ip> http-post-form “/Account/login.aspx?ReturnURL=/admin
: _ VIEWSTATE=...[vxnAjA]...& EVENTVALIDATION=-
...[5zCiK2]...&ctl00%24MainContent%?24LoginUser%24UserName=~USER"™
&ctl00%24MainContent%?24LoginUser%24Password="~PASS"
&ctl00%24MainContent%?24LoginUser%?24LoginButton=Log+inS: Login failed”

IMPORTANT: Each section is separated with a colon.
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John the Ripper

John in general

John the Ripper (JTR) is a fast, free and open-source password cracker.
We will use this program to crack the hash we obtained earlier. JohnTheRipper is 15 years old and
other programs such as HashCat are one of several other cracking programs out there.

This program works by taking a wordlist, hashing it with the specified algorithm and then
comparing it to your hashed password. If both hashed passwords are the same, it means it has
found it. You cannot reverse a hash, so it needs to be done by comparing hashes.

For example if you were able to get a user’s hashed password you first need to extract the
username of it.

agentd7:ab5db915fc9cea6c78df88106c6500c57f2b52901ca6c0c6218f04122c3efd14

Hash.txt -> ab5db915fc9cea6c78df88106c6500c57f2b52901ca6c0c6218f04122c3efdl4

As soon you have the hash in a separate file we can run john.

john hash.txt -wordlist=/usr/share/wordlist/rockyou.txt -format=Raw-SHA256

Single Crack Mode

In this mode John the ripper makes use of the information available to it in the form of a username
and other information. This can be used to crack the password files with the format of:
Username:Password

For Example: If the username is “ignite” it would try the following passwords:

ignite

IGNITE
ignitel
i-gnite
° IgNlTe

We can use john the ripper in Single Crack Mode as follows:
Here we have a text file named crack.txt containing the username and password, where the



password is encrypted in SHA1 encryption so to crack this password we will use:
Syntax: john [mode/option] [password file]

john --single --format=raw-shal crack.txt
htEps i Towp.compiubpdlegspot.com/-FdmuogZXXhM/WxatekvQCWI/AAAAAAAAXKA/PClvzFOa-jEAX
Username: ignite

FPassword: IgNiTe

As you can see in the screenshot that we have successfully cracked the password.

Wordlist Crack Mode

In this mode John the ripper uses a wordlist that can also be called a Dictionary and it compares
the hashes of the words present in the Dictionary with the password hash. We can use any desired
wordlist. John also comes in build with a password.Ist which contains most of the common
passwords.

Let’'s see how John the Ripper cracks passwords in Wordlist Crack Mode:

Here we have a text file named crack.txt containing the username and password, where the
password is encrypted in SHA1 encryption so to crack this password we will use:

Syntax: john [wordlist] [options] [password file]

john --wordlist=/usr/share/john/password.Ist --format=raw-shal crack.txt

As you can see in the screenshot, john the Ripper have cracked our password to be asdfasdf

: john Worc
--format=raw-shal crac
default ing
1 ps WO e
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SSH Tunneling

Sometimes it can be that a target network is in another subnet and you are not able to access it
because you are only connected to the one machine.

Example of TryHackMe Internal.
aubreanna@internal:~$ 1s
jenkins.txt user.txt

aubreanna@internal:~% cat jenkins.txt

Internal Jenkins service is running on 172.17.8.2

There we see that Jenkins is running in a container on IP 172.17.0.2:3080
But as we are in the THM Network we won't be able to access the Jenkins server.

With SSH Tunneling we can "move" the content which is running on 172.17.0.2:8080 to our
localhost:8080

ssh -L 8080:172.17.0.2:8080 username@10.10.10.10

As soon we done that we are able to see Jenkins on our localhost.

< C o @ @ localhost o W I O @ = =
o Kali Linux Kali Tools % Kali Forums = Kali Docs e MetHunter Offensive Security MSFU Exploit-DB GHDB TryHackMe @@ Reverse Shell Gen [€] Curl to py
f Jenkins & admin 5] logout
Jenkins
= Now ltem [#add description
.
& reon Welcome to Jenkins!
eople

— _ Create an agent or configure a cloud to set up distributed builds. Learn more.
= Build History

"' Manage Jenkins | Create a job to start building your software project.
&. My Views

%4 Lockable Resources

BB Mew View
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