Command Line Fun

Environment Variables

echo $PATH

kali@kali:~% echo $PATH
fusr/local/sbhin: /usr/local/bin: /usr
Ssbin:/usr/bin:/sbin:/bin

Listing 1 - Using echo to display the PATH environment
variable

export b=10.11.1.220
ping -c 2 $b

kali@kali:~$ export b=16.11.1.220

kali@kali:~$ ping -c 2 $b
PING 10.11.1.220 (10.11.1.220)
56(84) bytes of data.

64 bytes from 10.11.1.220:
icmp_seq=1 ttl=62 time=2.23 ms
64 bytes from 10.11.1.220:
icmp_seq=2 ttl=62 time=1.56 ms

--- 10.11.1.220 ping statistics ---
2 packets transmitted, 2 received,

0% packet loss, time 1002ms

rtt min/avg/max/mdev = 1.563/1.900
/2.238/0.340 ms

Listing 3 - Using export to declare an environment

variable
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There are many other environment variables defined by default in Kali Linux. We can view these by
running env at the command line:

COLORTERM=truec
COMMAND_NOT_FOUND_INSTALL_

OPTOUT=1
sion

LOGNAM
PANEL_G
1/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/local/

ali:/tmp/.ICE-uni

SSH_AGENT_PI
SSH_AUTH_S

XDG_CURRENT_DESK
_DATA_DIR usr,
G_GREETER_DATA_DIR
MENU_PREFIX
_RUNTIME_DI

usr/bin/env

Bash History

While working on a penetration test, it's important to keep a record of commands that have been
entered into the shell. Fortunately, Bash maintains a history of commands that have been entered,
which can be displayed with the history command.1

Holding down C and pressing r will invoke the reverse-i-search facility. Type a letter, for example, c,
and you will get a match for the most recent command in your history that contains the letter "c"
Keep typing to narrow down your match and when you find the desired command, press | to
execute it.
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kali@kali:~% [CTRL-R]c
(reverse-i-search) ca': cat
/etc/lsb-release

Listing 10 - Exploring the reverse-i-search facility
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