win & lin PEAS

WIiNnPEAS

Windows Privilege Escalation Awesome Scripts

Check the Local Windows Privilege Escalation checklist from book.hacktrick
Check more information about how to exploit found misconfigurations in book.hacktricks.xyz
Quick Start

Find the latest versions of all the scripts and binaries in the releases page.

WInPEAS .exe and .bat

Net >= 4.5.2 required)
o Please, read the Readme of that folder to learn how to execute winpeas from memory or how make colors work among other
tricks

https://github.com/carlospolop/PEASS-ng/tree/master/winPEAS

lINPEAS
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LinPEAS - Linux Privilege Escalation Awesome Script

-
-

LinPEAS is a script that search for possible paths to escalate privileges on Linux/Unix*/MacOS hosts. The checks are explained on

book.hacktric

Check the Local Linux Privilege Escalation checklist from book.hacktric

ars with shell without password ar with their names as passward {only works in madern su binary varsions)

https://github.com/carlospolop/PEASS-ng/tree/master/linPEAS
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