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Installation guide CentOS

At my workplace I'm managing a course for apprentices inside the organization. As we are working
in the IT Security we are presenting how the work is done in several teams.

Splunk is an well known application and is needed everyday. Splunk is logging everything what
happens in the network. In my course for the event we are playing a CTF with Splunk.

Preparation and Information

CTF Scoreboard:
https://github.com/splunk/SA-ctf scoreboard

Splunk Dataset:
https://github.com/splunk/botsv1l

Splunk installation:

https://docs.splunk.com/Documentation/Splunk/7.0.3/Installation/InstallonLinux

Splunk Download:

https://www.splunk.com/de de/download/splunk-enterprise.html

CentOS Download:

https://www.centos.org/download/

Setting up VM

First download the CentOS 8 iso file so we can start setup a VM.

http://mirror.init7.net/centos/8.4.2105/isos/x86 64/Cent0S-8.4.2105-x86 64-dvdl.iso
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As soon you downloaded the iso we can start with VirtualBox.

Name und Betriebssystem

Bitte wahlen Sie einen angemessenen Mamen und Speicherort fiir die neue virtuelle
Maschine, Dann wahlen Sie den Typ des Betriebssystems, das Sie instalieren méchten,
Der gewahlte Mame wird zur Identifizierung dieser Maschine verwendet,

Mame: |CTF Scoreboard |

Ordner der virtuellen Maschine: | D:WirtualMachines V|
Typ: | Linux -
L
Version: |Red Hat (64-bit) A

Set the RAM to ca. 4GB:
Speichergréle
Wahlen Sie die Grifie des Hauptspeichers (RAM) der virtuellen Maschine in Megabyte,
Die empfohlene Gréfe betrdat 1024 MEB,

409 = || MB

4 MB 32768 MB

Create a dynamic VDI Disk with ca. 20-25 GB:

Dateiname und GrolBe

Bitte geben Sie den Mamen der neuen Festplatte an oder wahlen Sie das Ordner-Icon,
um einen anderen Ordner fir die Datei zu wahlen,

|D:‘|,'u'irmall'~"la|:|'|ines‘|,CTF Scoreboard\CTF Scoreboard. vdi | |E

Wahlen Sie die Grile der virtuellen Festplatte in Megabyte. Dies ist die maximal
nutzbare Grife der virtuellen Festplatte,

y

Now the VM is ready to start but we need to specify some settings.
First we set the clipboard to bidirectional mode:

Allgemein

Basis Erweitert Beschreibung Festplattenverschliisselung

Ordner Sicherungspunkte: D:WirtualMachines\CTF Scoreboard\Snapshots W

Gemeinsame Zwischenablage: | bidirektional

Drag'n'Drop: | bidirektional -
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Upscale the processor to minimum 2 cores:

System

Hauptplatine Prozessaor Beschleunigung

Prozessoren:
1CPL

CPU-Begrenzung:
I 1 1 1 1 1
1%
Erweitert: PAE/MY aktivieren

[] Mested ¥T-x/aMD-V aktivieren

Then change the network adapter to the Network bridge:

Netzwerk

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Metzwerkadapter aktivieren

Angeschlossen an: | Metzwerkbriicke -

(> Erweitert

And finally add the ISO File to the storage:

Mame: |Intel(R) Ethernet Connection (7) 1219-Y

Massenspeicher

Massenspeicher Attribute

& Controller: IDE Mame: |IDE

@ Controller: SATA

----- CTF Scoreboard. vdi

(D) CentD5-8.4.2105-x86_64-dvd. .. Typ: |PIIX4
(@) leer Host I/0-Cache verwenden

Now we can start the machine and configure the setup.

Setting up Operating System
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After the VM started we choose the option "Install CentOS Linux 8"

Cent03 Linux B

Install CentDS Linux 8
Test this media & install CentOS Linux 8

Troubleshoot ing

First we land on a page where we need to specify some settings before we can go for the actual
setup:

INSTALLATION SUMMARY CENTOS LINUX 8 INSTALLATION
& centos
B us Help!

LOCALIZATION SOFTWARE SYSTEM
E Keyboard @ Installation Source @] Installation Destir

English (US) Local media = Automatic partitioning sele
Language Support i Software Selection .Q KDUMP

English (United States) Server with GUI Kdump is enabled

Metwork & Host P
Mot connected

® Time & Date
Americas/New York timezone

+
e
a Security Policy
USER SETTINGS K No content found

c, Root Password

Root account is disabled.

Cluit

/iy Please complete items marked with this icon before continuing te the next step.

Set the Keyboard to Swissgerman.
Change the root password.
Define the partition to install the OS. Usually | choose automatic and use the whole disk.
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At the end it should look like this:

INSTALLATION SUMMARY CENTOS LINUX 8 INSTALLATIOMN
EAch Help!
LOCALIZATION SOFTWARE SYSTEM
E Keyboard Installation Source @] Installation Destir
Swiss German; Alemannic; Local media Automatic partitioning sele:

Alsatian {German (Switzerland))

Language Support Software Selection KDUMP
English (United States) Server with GUI Kdump is enabled
Time & Date =» Network & Host I
Americas/New York timezone e Nat connected

a Security Policy
No content found

USER SETTINGS

Root Password
Root password is set

@ llcer Craatinn

We won't touch your disks until you click ‘Beqin Installation’.

Hit the button "Begin Installation" and the installation will start:
INSTALLATION PROGRESS CENTOS LINUX 8 INSTALLATION
Ech

< Downloading packages k
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Once the installation is complete we need to perform a reboot. IMPORTANT: Remove the ISO file
from the storage.

INSTALLATION PROGRESS CENTOS LINUX 8 INSTALLATION
Eus

Complete!

CentOS Linux is now successfully installed and ready for you to usel
Go ahead and reboot your system to start using it!

Reboot System

ity Use of this product is subject to the license agreement found at /usr/share/redhat-release/EULA
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Once rebooted set a user on the system and accept the EULA disclaimer:

INITIAL SETUP

LICENSING

’ License Infermation
License accepted

QuIT

CENTOS LINUX 8
EAch Help!

USER SETTINGS

User Creation
Administrator togo will be createa

FINISH CONFIGURATION
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Click on "Finish Configuration" and login with you recent created user account. Once you are

logged in you are getting asked to define your system language, keyboard and some privacy

settings.

After you set everything we are ready to use the CentOS system:
% Activities Sep 29 04:17

Q, Type to search...

Don't forget to turn on the Internet on top right corner by selecting "Choose wired".
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Splunk Installation

Before we install splunk we need to change some settings.

First we remove the "virbr0" network interface as it's useless for our project. Virbr0 is used for
virtualization purposes and acts as a switch you can connect your guests and your host if you are
virtualizing.

virbr8é: flags=u4e99<UP,BROADCAST,MULTICAST> mtu 15860
inet 192.168.122.1 netmask 255.255.255.0 broadcast 192.168.122.255
ether 52:54:80:d1:2f:c2 txqueuelen 1008 (Ethernet)
RX packets @ bytes © (0.8 B)

RX errors 8 dropped @ overruns 8 frame 8
TX packets 8@ bytes 8 (8.8 B)
TX errors 8 dropped 8 overruns 8 carrier 8 collisions 8

To do this enter following commands:

systemctl stop libvirtd.service

systemctl status libvirtd.service -> make sure service is innactive
systemctl disable libvirtd.service

reboot
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After reboot the interface is removed.

[togo@localhost ~]$ ifconfig
enpBs3: flags=Ul63<UP, EROADCAST,RUNNING, MULTICAST> mtu 15680
inet 192.168.1.233 netmask 255.255.255.8 broadcast 192.168.1.255
inet6 fe80::a00:27ff:fe7b:cidfd prefixlen 64 scopeid Ox28<link=>
ether ©8:080:27:7b:cd:fd txqueuelen 1880 (Ethernet)
RX packets 3u4 bytes 32016 (31.6 KiB)
RX errors 8 dropped & overruns 8 frame 0
TX packets 95 bytes 12671 (12.3 KiB)
TX errors 6 dropped 6 overruns @ carrier @ collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.0.0.0
inet6é ::1 prefixlen 128 scopeid 8x18<host=>
loop txqueuelen 10688 (Local Loopback)
RX packets 4 bytes 248 (2ue.6 B)
RX errors © dropped & overruns 8 frame ©
TX packets 4 bytes 2u@ (2u0.6 B)
TX errors 6 dropped © overruns © carrier 8 collisions ©

[togo@localhost ~]%

Install Splunk

Now we are one step closer to the Splunk CTF. First we need to install Splunk Enterprise.

Splunk Enterprise is free for 60 days and afterwards you'll need to provide a license anyway we

download Splunk enterprise from the homepage https://www.splunk.com/de de/download/splunk-

enterprise.html

Probably you need to log in yourself to have access.

Windows A Linux Mac 0S

2.6+, 3.X+, 4.X+,0r 5.4.x kernel Linux

gz 54294MB Download Now {,
distributions

Download Now |,

deb 41472MB Download Now |,

_,
o
3
F
x
=]

| followed the guide of Splunk

https://docs.splunk.com/Documentation/Splunk/7.0.3/Installation/InstallonLinux

We are downloading the RPM package. Once downloaded we can start with the installation.
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[togo@localhost ~]1% cd Downloads/
[togo@localhost Downloads]$ 1s

Confirm that the RPM package you want is available locally on the target host.

Verify that the Splunk Enterprise user account that will run the Splunk services can read and
access the file.

If needed, change permissions on the file.

chmod 744 splunk_splunk-8.2.2.1-ae6821b7c64b-linux-2.6-x86_64.rpm

[root@localhost Downloads]# 1s

Invoke the following command to install the Splunk Enterprise RPM in the default
directory /opt/splunk.

rpm -i splunk-8.2.2.1-ae6821b7c64b-linux-2.6-x86_64.rpm

[togo@localhost Downloads]$ sudo rpm —-i splunk-8.2.2.1-ae6821b7c64b-linux-2.6-x86_64.rpm

warning: splunk-8.2.2.1-ae6821b7c6u4b-1linux-2.6-x86_64.rpm: Header V4 RSA/SHA512 Signature, key ID b3cduu2e: NOKEY
useradd: cannot create directory /opt/splunk

complete

[togo@localhost Downloads]$

[togo@localhost optl$ pwd
fopt
[togo@localhost optl$ 1s

[togo@localhost optl$

Now as Splunk is installed we need to set the admin password.

Go to the directory: /opt/splunk/bin

[togo@localhost binl]$ sudo ./splunk start

[sudo] password for togo:

Afterwards you are prompted to accept the license. Accept it and go on.

Choose and administrator username:
This appears to be your first time running this version of Splunk.
Splunk software must create an administrator account during startup. Otherwise, you cannot log in.

Create credentials for the administrator account.
Characters do not appear on the screen when you type in credentials.

Please enter an administrator username: admin|
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Provide a password and splunk will get started.

Signature ok
subject=/CN=1localhost.localdomain/0=SplunkUser
Getting CA Private Key

writing RSA key

Done

[
Waiting for web server at http://127.0.0.1:8000 to be available
If you get stuck, we're here to help.
Look for answers here: http://docs.splunk.com
The Splunk web interface is at http://127.6.0.1:8000

[togo@localhost binl$

By checking on the browser in the CentOS VM localhost:8000 we should see a Splunk login screen:
=
& Activities © Firefox « Sep 29 08:19
Login | Splunk x |+
&« G @ © @ localhost en-US/account/login?return_to=% ess w
@ Centos @ Wiki @ Documentation @ Forums

splunk>enterprise
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Configure Firewall & Splunk

Open Firewall

When we try to access the login via internal network we won't be able to establish a connection.

@ http://192.168.1.233:8000

B

Die Website ist nicht erreichbar

Die Antwort von 192.168.1.233 hat zu lange gedauert.

The problem is that our machine is refusing connections from outside via port 8000. We need to
open the port on the firewall.

The guide how to change firewall rules can be found here:

https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-using-firewalld-on-

centos-8-de

With a simple oneliner we have opened the port:

sudo firewall-cmd --zone=public --permanent --add-port=8000/tcp


https://wiki.togogo.ch/uploads/images/gallery/2022-07/mA7image.png
https://wiki.togogo.ch/uploads/images/gallery/2022-07/Oeeimage.png
https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-using-firewalld-on-centos-8-de
https://www.digitalocean.com/community/tutorials/how-to-set-up-a-firewall-using-firewalld-on-centos-8-de

That's it now we need to reboot once and the port is accessible via the network.

ryt 92.16

scw s 5 ger @ Sk [ Sweogertub ) GtHub- dgalil/Do.. B PLESKAdmin @ Global Administrai () Semepage == stebikoliekiv - Just.. @) viewssourcehtpssl.. @ APIkey|HegantTh. [l moblesecurty @ SOCLabServerFie. [l CyberSecuriy Educ.. ] Unifi Network

splunk>enterprise

Configure Splunk

Now as Splunk is running we can log in with the defined credentials.

splunk>enterprise

Next step we set the correct timezone and enable HTTPS.
For that we go into the settings below the Administrator Tab.

Administrator =

Kontoeinstellungen
Einstellungen

Abmelder

e @ E
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Einstellungen X

Jor A

Global SPL-Editor

Verwenden Sie diese Eigenschaften, um Zeitzone, Standardanwendung und
standardmakige Suchzeitspannenauswahl festzulegen. Sie kinnen auch

angeben, ob Hintergrundauftrédge bei einem Meustart der Splunk-Software neu
gestartet werden sollen.

Zeitzone (GMT+01:00) Amsterdam, Berlin, Bern, Rom, Stockh... =

Legen Sie eine Zeitzone fir diesen Benutzer fest.

Standardanwendun Home
g

Diese Einstellung Uberschreibt jede Standardanwendung.

Hintergrundauftrdg

e neu starten  starten Sie Hintergrundauftrige neu, wenn die Splunk-Software neu

gestartet wird.

Easy!

Next thing to do is enable HTTPS.
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To access the server setting we access the Setting tab and go to Server-Settings

Administrator - MNachrichten - Einstellungen = Aktivitat = Hilfe =
WISSEN DATEN
Suchen, Berichte und Dateneingaben
Benachrichtigungen Weiterleiten und empfangen
Datenmodelle lndizes
Eventtypen Zusammenfassungen fir die
——- Tags beschleunigte
I Felder Berichtserstellung
': Lookups Virtuelle Indizes
Benutzeroberfliche Sourcetypen
Daten untersuchen Benachrichtigungsaktionen
Erweiterte Suche VERTEILTE UMGEBUNG
Alle Konfigurationen
N]i' Indexer-Clustering
Forwarder-Management
Monitoring-Konsole SYSTEM Data Eabric
Server-Einstellungen Federated search
Serversteuerungen Verteilte Suche

Zustandsbericht-Manager

RapidDiag BENUTZER UND
Instrumentation
Lizenzierung AUTHENTISIERUNG
Workload-Management

Rollen

Benutzer

Token

Passwortverwaltung

Authentisierungsmethoden
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Then we access the general settings

Allgemeine Einstellungen
Hintergrund der Anmeldung
Globales Banner
E-Mail-Einstellungen
Server-Protokollierung
Verteilungs-Client

Sucheinstellungen

In the general setting we choose "enable HTTPS in Splunk Web":

Splunk-Server-Name * | localhost localdomain A
fopt/splunk

Verwaltungs-Port * | 8089

Port, der von Splunk Web zur Kommunikation mit dem splunkd-Prozess verwendet wird. Dieser Port wird
auch fur die verteilte Suche verwendet.

Vertrauenswirdige SSO-IP

Die IP-Adresse, Uber die vertrauenswirdige Anmeldungen akzeptiert werden. Legen Sie diese Option nur
bei Verwendung von 550 (Single Sign-0On) mit einem Proxy-Server fir die Authentifizierung fest.

Splunk Web

Splunk Web ausfuhren (@ Ja Nein

SSL (HTTPS) in Splunk Web @ Ja Nein
aktivieren?

Web-Port® | 8000

Anwendungsserver-Ports | 8065

Port-Nummer(n) fir den Python-basierten Anwendungsserver, der bzw. die Uberwacht werden soll{en). Zur
Angabe mehrerer Port-Nummern trennen Sie diese durch Kommas.

Sitzungs-Timeout * | 1h

Legen Sie das Timeout fir die Splunk Web-Sitzung fest. Verwenden Sie dieselbe Notation wie zugehorige
Zeitmodifizierer, zum Beispiel 3h, 100s, 6d.
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After the HTTPS box is checked we need to perform a restart of the Splunk service. To initiate a
restart we go to the "Settings" tab and choose Server-Control:

Admini r 2 Machrichte ins L Aktivitdt = Hilfe = Suchen

- ! WISSEM DATEM

Suchen, Berichte und Dateneingaben
Benachrichtigungen Weiterleiten und empfangen
Daten hinzufiigen Datenmodelle Indizes
Eventtypen Zusammenfassungen fr die
——nee Tags beschleunigte
o Eclder Berichtserstellung
': Lookups Virtuelle Indizes
Benutzeroberfliche Sourcetypen
Daten untersuchen Benachrichtigungsaktionen
Erweiterte Suche VERTEILTE UMGEBUNG
Alle Konfigurationen
i'“ Indexer-Clustering
Forwarder-Management
Monitoring-Konsole SYSTEM Data Eabric
Server-Einstellungen Federated search
Serversteuerungen Verteilte Suche

Zustandsbericht-Manager

RapidDiag BENUTZER UND
Instrumentation
Lizenzierung AUTHENTISIERUNG
Workload-Management

Rollen

Benutzer

Token

Passwortverwaltung

Authentisierungsmethoden

In here we are able to restart the service:

Starten Sie Splunk neu Neustartmeldung entfernen

Klicken Sie auf die unten angezeigte Schaltflache, um Splunk neu zu starten. Klicken Sie auf die unten angezeigte Schaltflache, um Neustartmeldungen aus Splunk
Zu entfernen.

Starten Sie Splunk neu
Neustartmeldung entfernen

You'll get asked if you really want to restart. Press OK
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Auf 192.168.1.233:8000 wird Folgendes angezeigt:

Maochten Sie Splunk wirklich neu starten?

Splunk Enterprise wird neu gestartet...

Prifen Sie anhand der Datei "web_service.log”, ob Splunk neu
gestartet wurde, und klicken Sie dann hierauf, um fortzufahren.

Click on the URL and you'll get redirected to the HTTPS login

A Nicht sicher | hitps://192.168.1.233:3000/de-DE/app/launcher/home

Now we are going back to the shell and set the $SPLUNK_HOME environment variable.

export SPLUNK_HOME=/opt/splunk

[togo@localhost ~]% cd $SPLUNK_HOME
[togo@localhost splunk]$ pwd

Jfopt/splunk
[togo@localhost splunkl$ |

Install Apps and Addons

Download following Apps:

Lookup File Editor app (Note: Tested with version 3.0.3)

Parallel Coordinates Custom Visualization (Note: Tested with version 1.2.0)

Simple Timeseries Custom Visualization (Note: Tested with version 1.0)

Timeline Custom Visualization (Note: Tested with version 1.2.0)
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loockup-file-editor_3530.tgz
parallel-coordinates-custom-visualization_150.tgz

simple-timeseries-custom-visualization_10.tgz

Search & Reporting

Python Upgrade Readine:

App

Aktualisieren

Splunk Essentials for Cloud
and Enterprise 8.2

Aktualisieren

Splunk Secure Gateway

+ Weitere Apps suchen

We are getting redirected to the main Apps and Addons page. Top right corner we are able to
install apps of a file:

Apps
Angezeiot werder

124 von 24 Elementen

Name &
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To install an app we click on the button "install app out of file":

App aus Datei installieren

Wenn Ihnen eine App-Datei mit der Erweiterung 'spl' oder 'targz' vorliegt, die Sie installieren
méchten, dann kénnen Sie diese unter Verwendung dieses Formulars hochladen.

Sie konnen eine vorhandene App Uber die Splunk-Befehlszeile ersetzen. [2 Erfahren Sie mehr.

Datei

| Datei auswahlen | Keine ausgewahit

J App-Upgrade. Bei Auswahl dieser Option wird die App Uberschrieben, falls sie bereits vorhanden
ist.

Abbrechen Hochladen

Install all apps and restart the service.
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After the restart we see on the landing page the newly added apps.

Search & Reporting

Lookup Editor

Parallel Coordinates

Python Upgrade Readiness
App

Aktualisieren

Simple Timeseries

Splunk Essentials for Cloud
and Enterprise 8.2

Aktualisieren

Splunk Secure Gateway

Timeline

+ Weitere Apps suchen

Install CTF Scoreboard

Now we install the CTF Scoreboard. Enter the directory of the apps and clone the repository:

44 cd $SPLUNK _HOME/etc/apps
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sudo git clone https://github.com/splunk/SA-ctf scoreboard

[togo@localhost appsl]$ sudo git clone https://github.com/splunk/SA-ctf_scoreboard_admin
Cloning into 'SA-ctf_scoreboard_admin'...

Enumerating objects: 459, done.

Counting objects: 188% (17/17), done.

Compressing objects: 108% (14/14), done.

Total 459 (delta 3), reused 6 (delta 8), pack-reused uuy2
Receiving objects: 188% (459/459), 738.59 KiB | 9.72 WiB/s, done.
Resolving deltas: 100% (113/113), done.

[togo@localhost apps]$ 1s

sudo git clone https://github.com/splunk/SA-ctf scoreboard admin

After you installed the Scoreboards we need to restart the service

44 sudo $SPLUNK_HOME/bin/splunk restart

Now we should see the Apps on the landing page

splunk>enterpr

Apps

. Search & Reporting

Capture the Flag
Capture the Flag Admin

Next we create the log folder for the scoreboard:

sudo mkdir $SPLUNK_HOME/var/log/scoreboard

Create CTF Answers service account cabanaboy
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By convention this user is called cabanaboy because that’'s what any rational person would pick
while sitting next to Ryan Kovar

Pick a good strong password, and record it. You will need it again soon. The good news is that it
does not need to be easily memorized by a human.

Assign the cabanaboy user to role ctf_answers_service

This can all be accomplished from the command line as follows:

sudo $SPLUNK HOME/bin/splunk add user cabanaboy -password <password> -role ctf _answers_service -auth
admin:<admin_password>

Configure Scoreboard controller

Access the log directory
cd $SPLUNK_HOME/etc/apps/SA-ctf_scoreboard/appserver/controllers
cp scoreboard_controller.config.example scoreboard_controller.config

Edit scoreboard_controller.config to reflect the following:

e The CTF Answers service account username (probably cabanaboy)
e The CTF Answers service account password you chose above
e A vkey parameter which should just be a random string, 10-20 characters in length

GNU nano 2.9.8

[[scoreboardController]
USER =

PASS
VKEY =

User: cabanaboy
PaSS: kkoskoskoskoskskskkkkk

VKey: randomstringbytogo

neeed to write from here:
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example file is included in the repository.

10. Restart Splunk to recognize the changes to the controller configuration file.

$SPLUNK_HOME/bin/splunk restart

11. Confirm the custom controller came up properly:

1s -1 $SPLUNK_HOME/var/log/scoreboard
1 splunk staff 59 Sep 2 14:26 scoreboard.log
1 splunk staff 59 Sep 2 14:26 scoreboard admin.log

12. Set up an admin user

It does not need to be the Splunk admin user, but it can be and often is

In Splunk Web ensure the admin user has been assigned the following roles:
admin

ctf_admin

can_delete
. Load sample data
Log in as the admin user created above
Navigate to Capture the Flag Admin app
Click each of the following menu items in turn:

o Data Management...->Load SAMPLE data (DANGER)->Load sample users/teams
o Data Management...->Load SAMPLE data (DANGER)->Load sample questions
o Data Management...->Load SAMPLE data (DANGER)->Load sample answers
o Data Management...->Load SAMPLE data (DANGER)->Load sample hints
> Data Management...- >Load SAMPLE data (DANGER)->Load sample hint entitlements
> Data Management...->Load SAMPLE data (DANGER)->Load sample badges
(
(

> Data Management...->Load SAMPLE data (DANGER)->Load sample badge entitlements

o Data Management...->Load SAMPLE data (DANGER)->Load sample user agreements

* |t's not really dangerous, but it will overwrite the data you currently have loaded in the game.
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