Installation guide CentOS

At my workplace I'm managing a course for apprentices inside the organization. As we are working
in the IT Security we are presenting how the work is done in several teams.

Splunk is an well known application and is needed everyday. Splunk is logging everything what
happens in the network. In my course for the event we are playing a CTF with Splunk.

Preparation and Information

CTF Scoreboard:
https://github.com/splunk/SA-ctf scoreboard

Splunk Dataset:
https://github.com/splunk/botsvl

Splunk installation:

https://docs.splunk.com/Documentation/Splunk/7.0.3/Installation/InstallonLinux

Splunk Download:

https://www.splunk.com/de de/download/splunk-enterprise.html

CentOS Download:

https://www.centos.org/download/

Setting up VM

First download the CentOS 8 iso file so we can start setup a VM.

http://mirror.init7.net/centos/8.4.2105/isos/x86 64/Cent0S5-8.4.2105-x86 64-dvdl.iso
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As soon you downloaded the iso we can start with VirtualBox.

Name und Betriebssystem

Bitte wahlen Sie einen angemessenen Mamen und Speicherort fiir die neue virtuelle
Maschine, Dann wahlen Sie den Typ des Betriebssystems, das Sie instalieren méchten,
Der gewahlte Mame wird zur Identifizierung dieser Maschine verwendet,

Mame: |CTF Scoreboard |

Ordner der virtuellen Maschine: | D:WirtualMachines V|
Typ: | Linux -
L
Version: |Red Hat (64-bit) A

Set the RAM to ca. 4GB:
Speichergréle
Wahlen Sie die Grifie des Hauptspeichers (RAM) der virtuellen Maschine in Megabyte,
Die empfohlene Gréfe betrdat 1024 MEB,

409 = || MB

4 MB 32768 MB

Create a dynamic VDI Disk with ca. 20-25 GB:

Dateiname und GrolBe

Bitte geben Sie den Mamen der neuen Festplatte an oder wahlen Sie das Ordner-Icon,
um einen anderen Ordner fir die Datei zu wahlen,

|D:‘|,'u'irmall'~"la|:|'|ines‘|,CTF Scoreboard\CTF Scoreboard. vdi | |E

Wahlen Sie die Grile der virtuellen Festplatte in Megabyte. Dies ist die maximal
nutzbare Grife der virtuellen Festplatte,

y

Now the VM is ready to start but we need to specify some settings.
First we set the clipboard to bidirectional mode:

Allgemein

Basis Erweitert Beschreibung Festplattenverschliisselung

Ordner Sicherungspunkte: D:WirtualMachines\CTF Scoreboard\Snapshots W

Gemeinsame Zwischenablage: | bidirektional

Drag'n'Drop: | bidirektional -
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Upscale the processor to minimum 2 cores:

System

Hauptplatine Prozessaor Beschleunigung

Prozessoren:
1CPL

CPU-Begrenzung:
I 1 1 1 1 1
1%
Erweitert: PAE/MY aktivieren

[] Mested ¥T-x/aMD-V aktivieren

Then change the network adapter to the Network bridge:

Netzwerk

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Metzwerkadapter aktivieren

Angeschlossen an: | Metzwerkbriicke -

(> Erweitert

And finally add the ISO File to the storage:

Mame: |Intel(R) Ethernet Connection (7) 1219-Y

Massenspeicher

Massenspeicher Attribute

& Controller: IDE Mame: |IDE

@ Controller: SATA

----- CTF Scoreboard. vdi

(D) CentD5-8.4.2105-x86_64-dvd. .. Typ: |PIIX4
(@) leer Host I/0-Cache verwenden

Now we can start the machine and configure the setup.

Setting up Operating System
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After the VM started we choose the option "Install CentOS Linux 8"

Cent03 Linux B

Install CentDS Linux 8
Test this media & install CentOS Linux 8

Troubleshoot ing

First we land on a page where we need to specify some settings before we can go for the actual
setup:

INSTALLATION SUMMARY CENTOS LINUX 8 INSTALLATION
& centos
B us Help!

LOCALIZATION SOFTWARE SYSTEM
E Keyboard @ Installation Source @] Installation Destir

English (US) Local media = Automatic partitioning sele
Language Support i Software Selection .Q KDUMP

English (United States) Server with GUI Kdump is enabled

Metwork & Host P
Mot connected

® Time & Date
Americas/New York timezone

+
e
a Security Policy
USER SETTINGS K No content found

c, Root Password

Root account is disabled.

Cluit

/iy Please complete items marked with this icon before continuing te the next step.

Set the Keyboard to Swissgerman.
Change the root password.
Define the partition to install the OS. Usually | choose automatic and use the whole disk.
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At the end it should look like this:

INSTALLATION SUMMARY CENTOS LINUX 8 INSTALLATIOMN
EAch Help!
LOCALIZATION SOFTWARE SYSTEM
E Keyboard Installation Source @] Installation Destir
Swiss German; Alemannic; Local media Automatic partitioning sele:

Alsatian {German (Switzerland))

Language Support Software Selection KDUMP
English (United States) Server with GUI Kdump is enabled
Time & Date =» Network & Host I
Americas/New York timezone e Nat connected

a Security Policy
No content found

USER SETTINGS

Root Password
Root password is set

@ llcer Craatinn

We won't touch your disks until you click ‘Beqin Installation’.

Hit the button "Begin Installation" and the installation will start:
INSTALLATION PROGRESS CENTOS LINUX 8 INSTALLATION
Ech

< Downloading packages k
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Once the installation is complete we need to perform a reboot. IMPORTANT: Remove the ISO file
from the storage.

INSTALLATION PROGRESS CENTOS LINUX 8 INSTALLATION
Eus

Complete!

CentOS Linux is now successfully installed and ready for you to usel
Go ahead and reboot your system to start using it!

Reboot System

ity Use of this product is subject to the license agreement found at /usr/share/redhat-release/EULA
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Once rebooted set a user on the system and accept the EULA disclaimer:

INITIAL SETUP

LICENSING

’ License Infermation
License accepted

QuIT

CENTOS LINUX 8
EAch Help!

USER SETTINGS

User Creation
Administrator togo will be createa

FINISH CONFIGURATION
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Click on "Finish Configuration" and login with you recent created user account. Once you are

logged in you are getting asked to define your system language, keyboard and some privacy

settings.

After you set everything we are ready to use the CentOS system:
% Activities Sep 29 04:17

Q, Type to search...

Don't forget to turn on the Internet on top right corner by selecting "Choose wired".
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