
Tools
A collection of useful tools.
- Browser Extensions
- Github Pages
- Online Tools

Browser Extensions
Git-Hub Pages
Online Tools



Browser Extensions
Wappalizer
Wappalyzer is a technology profiler that shows you what websites are built with.
Find out what CMS a website is using, as well as any framework, ecommerce platform, JavaScript
libraries and many more.

https://addons.mozilla.org/de/firefox/addon/wappalyzer/

https://chrome.google.com/webstore/detail/wappalyzer/gppongmhjkpfnbhagpmjfkannfbllamg

CanvasBlocker
This add-on allows users to prevent websites from using some Javascript APIs to fingerprint them.
Users can choose to block the APIs entirely on some or all websites (which may break some
websites) or fake its fingerprinting-friendly readout API.

https://addons.mozilla.org/de/firefox/addon/canvasblocker/

 

uBlock Origin
Another Blocker

https://addons.mozilla.org/de/firefox/addon/ublock-origin/

 

Privacy Badger
Automatically learns to block invisible trackers.

https://addons.mozilla.org/de/firefox/addon/privacy-badger17/

https://addons.mozilla.org/de/firefox/addon/wappalyzer/
https://chrome.google.com/webstore/detail/wappalyzer/gppongmhjkpfnbhagpmjfkannfbllamg
https://addons.mozilla.org/de/firefox/addon/canvasblocker/
https://addons.mozilla.org/de/firefox/addon/ublock-origin/
https://addons.mozilla.org/de/firefox/addon/privacy-badger17/


 

Ghostery
Ghostery ist eine leistungsstarke Datenschutz-Erweiterung.Damit können Sie Werbung blockieren,
Tracker stoppen und Websites beschleunigen.

https://addons.mozilla.org/de/firefox/addon/ghostery/

 

FoxyProxy
FoxyProxy ist ein hochentwickeltes Proxy-Management-Werkzeug, das die begrenzten Proxy-
Fähigkeiten von Firefox vollständig ersetzt

https://addons.mozilla.org/de/firefox/addon/foxyproxy-standard/

 

https://addons.mozilla.org/de/firefox/addon/ghostery/
https://addons.mozilla.org/de/firefox/addon/foxyproxy-standard/


Git-Hub Pages
Pentest Tools
https://github.com/S3cur3Th1sSh1t/Pentest-Tools
Several PenTest Tools

 

Phishing tool

https://github.com/S3cur3Th1sSh1t/Pentest-Tools
https://wiki.togogo.ch/uploads/images/gallery/2022-07/cRPimage.png


https://github.com/htr-tech/zphisher
Beginner phishing tool

 

Web Attack Cheat Sheet
https://github.com/riramar/Web-Attack-Cheat-Sheet
Web attack cheat sheet

https://github.com/htr-tech/zphisher
https://wiki.togogo.ch/uploads/images/gallery/2022-07/KMlimage.png
https://github.com/riramar/Web-Attack-Cheat-Sheet


https://wiki.togogo.ch/uploads/images/gallery/2022-07/eNeimage.png


Online Tools
Reverse Shell
https://www.revshells.com/
Reverse Shell Generator where you can provide your parameters and the right code gets created.

Convert Curl commands
https://curl.trillworks.com/
Convert any curl syntax to Python, Node.js, PHP, R, Go, Rust, Elixir, Java, MATLAB, Ansible URI,
Strest, Dart and JSON.

https://www.revshells.com/
https://wiki.togogo.ch/uploads/images/gallery/2022-07/iNsimage.png
https://curl.trillworks.com/


Interesting Blog
https://itm4n.github.io/

PenTest Workstation
https://pentest.ws/dashboard
PenTest websites where you can provide your parameters. Reverse Shells and Commands will get
created with your info.

https://wiki.togogo.ch/uploads/images/gallery/2022-07/O6Yimage.png
https://itm4n.github.io/
https://wiki.togogo.ch/uploads/images/gallery/2022-07/W46image.png
https://pentest.ws/dashboard


Redirect Detective
https://redirectdetective.com/
shows redirection

Rubber Duckies Scripts
https://ducktoolkit.com/userscripts#
Scripts for rubberduckies

https://wiki.togogo.ch/uploads/images/gallery/2022-07/5wDimage.png
https://redirectdetective.com/
https://wiki.togogo.ch/uploads/images/gallery/2022-07/8c2image.png
https://ducktoolkit.com/userscripts
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