Tools

A collection of useful tools.
- Browser Extensions

- Github Pages

- Online Tools

e Browser Extensions

e Git-Hub Pages

e Online Tools



Browser Extensions

Wappalizer

Wappalyzer is a technology profiler that shows you what websites are built with.
Find out what CMS a website is using, as well as any framework, ecommerce platform, JavaScript
libraries and many more.

https://addons.mozilla.org/de/firefox/addon/wappalyzer/

https://chrome.google.com/webstore/detail/wappalyzer/gppongmhjkpfnbhagpmijfkannfbllamg

CanvasBlocker

This add-on allows users to prevent websites from using some Javascript APIs to fingerprint them.
Users can choose to block the APIs entirely on some or all websites (which may break some
websites) or fake its fingerprinting-friendly readout API.

https://addons.mozilla.org/de/firefox/addon/canvasblocker/

uBlock Origin

Another Blocker

https://addons.mozilla.org/de/firefox/addon/ublock-origin/

Privacy Badger

Automatically learns to block invisible trackers.

https://addons.mozilla.org/de/firefox/addon/privacy-badgerl7/
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Ghostery

Ghostery ist eine leistungsstarke Datenschutz-Erweiterung.Damit kdnnen Sie Werbung blockieren,
Tracker stoppen und Websites beschleunigen.

https://addons.mozilla.org/de/firefox/addon/ghostery/

FoxyProxy

FoxyProxy ist ein hochentwickeltes Proxy-Management-Werkzeug, das die begrenzten Proxy-
Fahigkeiten von Firefox vollstandig ersetzt

https://addons.mozilla.org/de/firefox/addon/foxyproxy-standard/
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Git-Hub Pages

Pentest Tools

https://github.com/S3cur3ThlsShlt/Pentest-Tools
Several PenTest Tools

= README.md

Pentest-Tools

Phishing tool


https://github.com/S3cur3Th1sSh1t/Pentest-Tools
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https://github.com/htr-tech/zphisher

Beginner phishing tool

= README.md

VERSION - LICENSE - STARS 3.0K ISSUES = 70 OPEN FORKS
Author lFIGSEN Open Source BN Written In

A beginners friendly, Automated phishing tool with 30+ templates.

Web Attack Cheat Sheet

https://github.com/riramar/Web-Attack-Cheat-Sheet
Web attack cheat sheet
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= README.md

Web Attack Cheat Sheet

Table of Contents
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Online Tools

Reverse Shell

https://www.revshells.com/
Reverse Shell Generator where you can provide your parameters and the right code gets created.

Reverse Shell Generator

IP & Port Listener

I 10.9.0.64 rort [PV 1

Reverse i MSFVenom

@ Show Advanced a

Bash-i 4 -i >& /fdev/tcpf
Bash 196

Bashread line

Bash5

Bash udp

nc mkfifo

Convert Curl commands

https://curl.trillworks.com/
Convert any curl syntax to Python, Node.js, PHP, R, Go, Rust, Elixir, Java, MATLAB, Ansible URI,
Strest, Dart and JSON.
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Convert curl commands to Python, JavaScript, PHP, R, Go, Rust, Elixir, Java,
MATLAB, Dart, CFML, Ansible URI, Strest or JSON

cu rl com mand Examples: GET - POST - Basic Auth

curl example.com

&N

rest

Ansible  CFML  Dart Elixir Go  Java  JavaScript JSOM  Modejs~  MATLAB PHP  Python R  Rust St
import requests

response = requests.get('http://example.com")

Copy to clipboard

Interesting Blog

https://itm4n.github.io/

Revisiting a Credential Guard Bypass
ial Guard b
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From RpcView to PetitPotam
In the previous post we saw how to set up a Windows 10 machine in order to manually :

Windc vith RpcView. In this pe will see how the information provided by this

Fuzzing Windows RPC with RpcView

The recent re e of PetitPotam by opotam77 motivated me to get back to Windows RPC

fuzzing. On this occasion, | thought it would be cool to write a blog pos ining how one...

PenTest Workstation

https://pentest.ws/dashboard
PenTest websites where you can provide your parameters. Reverse Shells and Commands will get
created with your info.
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Mission Control

Welcome to PenTest.WS

Thank you for joining the PenTest Workshop: a web application for tracking hosts & services during a CTF,
pentest lab or live engagement.

Vacant Shelled I Owned

+ Create Engagement

To get started: 1. Click + Create Engagement
2. Give your engagement a name
3. Add one or more hosts
4 Add services manually or import Nmap XML
5. Start hacking!

Redirect Detective

https://redirectdetective.com/
shows redirection

ABOUT FAQ

REDIRECT RESOURCES

Redirect Detective

Enter URL to check for redirects.. n

Display redirects in full

Redirect Detective is a free URL redirection checker that allows you to see the complete path a redirected URL goes through.

Rubber Duckies Scripts

https://ducktoolkit.com/userscripts#
Scripts for rubberduckies
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