Your own hacking
LAB



Hacking LAB

There are several ways to create your own Hacking LAB

Damn Vulnerable Web Application

https://dvwa.co.uk/

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its
main goals are to be an aid for security professionals to test their skills and tools in a legal
environment, help web developers better understand the processes of securing web applications
and aid teachers/students to teach/learn web application security in a class room environment.

Damn Vulnerable Web Application (DVWA)

Welcome to Damn Vulnerable Web App!
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OWASP projects

https://owasp.org/projects/

OWASP Projects are a collection of related tasks that have a defined roadmap and team members.
Our projects are open source and are built by our community of volunteers - people just like you!
OWASP project leaders are responsible for defining the vision, roadmap, and tasks for the project.
The project leader also promotes the project and builds the team. OWASP currently has over 100
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active projects, and new project applications are submitted every week.

https://owasp.org/www-project-juice-shop/
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Projects for Good

We are a community of developers, technologists and evangelists improving the security of software. The
OWASP Foundation gives aspiring open source projects a platform to improve the security of software with:

Visibility: Our website gets more than six million visitors a year

Credibility: OWASP is well known in the AppSec community

Resources: Funding and Project Summits are available for qualifying Programs
Community: Our Conferences and Local Chapters connect Projects with users

Raspberry Pi hacking environment

TBA
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